NH®OPMALIMOHHAA NMAMATKA
ana ObYYAKOLWKMXCA AanAa PASMELLEHNA
HA O®ULUMNATIbHbIX UHTEPHET-PECYPCAX

C kaxgbIM rogom Monoaexu B MHTEpHETE CTaHOBUTbCA Oonblue, a LWKOJNbHMKN O4HU U3 CaMbIX aKTUBHbIX
nosnib3oBarenen PyHeTa. Me>+<p,y TE€M, NMOMMMO OrpoOMHOro KoJnn4decrtBa BO3MOXHOCTEN, WHTEPHET HeceT u
I'Ip06J'IeMbI. OTa namsaTka gormkHa nomoyvb Tebe 6e3onacHo HaXo0aNUTLCSA B CETU.

KOMI'IbIOTeprIe BUPYCbI

KomnbloTepHbI BUPYC - 3TO Pa3HOBUOHOCTb KOMMBIOTEPHbIX NPOrpamMm, OTAMYUTENBHON 0COBEHHOCTBIO
KOTOpOW SIBNSIETCA CMOCOOHOCTb K pasMHOXeHWo. B gononHeHne K 3TOMy, BMPYCbl MOFYT MOBPEAUTb WM
MOMHOCTBI YHUYTOXWUTb BCe pannbl U AaHHble, MOAKOHTPOSbHbIE MOMb30BaTEN0, OT MMEHU KOTOPOro Gbina
3anylleHa 3apaxeHHas nporpamma, a Takke NoBpeauTb UNN Aaxe YHUUTOXMWTb OnepauuoHHY CUCTEMY CO
BCeMU havinamu B Lienom. B 6onbLUMHCTBE CnyyYaeB pacnpoCTPaHATCHA BUPYChl Yepes3 MHTEPHET.

MeToabl 3aLmTbl OT BpeOOHOCHbIX NPOrpaMm:

1. Vcnonb3y cOBpEMEHHbIE ONEpaLMOHHbIE CUCTEMbI, UMEILLME Cepbe3Hbli YpOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpaMm;

2. [NocTosHHO ycTaHaBnNMBam nayvTu (UMAPOBbLIE 3annaTku, KOTOpble aBTOMAaTUYEeCKU YCTaHaBNMBAOTCS C
uenbio gopaboTkv nporpammbl) U Apyrne o6HOBNEHUSA CBOEWN onepaunMoHHON cucTeMbl. CkaunmBam uUx TONbKO C
othmumnansHoro canta paspabotuvka OC. Ecnu cyulecTByeT pexuM aBTOMaTU4ecKoro OBGHOBMEHWS, BKMO4M
€ero;

3. PabGoTtan Ha cBoeM KOMMbOTEPE NMOA4 npaBaMuy MNOJib30OBaATENA, a He aaMUHUCTpaTopa. 3710 He
no3BOJINT 6OJ'IbLIJVIHCTBy BpeOOHOCHbIX NMporpamMm MHCTannmpoBaTbCA Ha TBOEM NepCOHANIbHOM KOMMbIOTEPE;

4. Vicnonb3yw aHTUBUPYCHbIE NPOrpaMMHble NMPOAYKTbl N3BECTHbLIX NPOU3BOAMTENEN, C aBTOMaTUYECKUM
obHoBnNeHnem 6as;

5. OrpaHunyb 13n4eckunin 4OCTYN K KOMMNbIOTEPY OISl MOCTOPOHHUX JULL;

6. Vicnonb3yi BHeELWHWe HOCUTENU MHOPMauuW, Takne Kak drewka, ANCcK nnu dann us nHTepHeTa,
TONbBKO N3 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBaii KOMMblOTEPHbIE (hainbl, NONYyYeHHble U3 HEHaAEXHbIX UCTOYHWKOB. [axe Te dpannebl,
KOTOpble Npucnan TBOM 3HaAKOMbIN. Jlydlle yTOYHU Y Hero, OTNpaenan nm oH Tede umx.

Cetn WI-FI

Wi-Fi - aT0 He BuA nepefadn AaHHbIX, HE TEXHOMOrMs, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HuaepraHgckas KomnaHus 3apeructpuposana 6peHg "WECA", yto obosHavyano cnosocodetaHune "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "6ecnpoBogHasi TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBuaTtypa, kOTOpasa SABNAETCS TaKOW Xe TexHomorvemn. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINO JAHO C HAMEKOM Ha CTaHAApPT BbICLLEN 3BYKOBOW TexHUkM Hi-Fi,
4YTO B NepeBoe O3Ha4aeT "BblCOKas TOYHOCTL".

Ha, 6ecnnaTHbIl MHTEPHET-AOCTYN B Kade, OTENAX M asponopTax SBNSETCA OTIIMYHOW BO3MOXHOCTBLHO
BbIXO4a B MHTepHeT. HOo MHorme akcnepTtbl cuutarT, 4to obuwepoctynHble Wi-Fi cetm He saBnsawTtca
©e3onacHbIMU.

CoBeTbl N0 6e3onacHoCTK paboThbl B 06LeAoCTYNHbIX ceTax Wi-fi:

1. He nepepaBain cBow nu4yHyl0 uHopmaumio yepes obwepoctynHble Wi-Fi cetn. Pabotad B Hux,
enaTenbHO He BBOAUTb Naposniv JOCTYNa, JTIOTWHBI U KaKkne-TO HOMepa;

2. Vcnonb3yit 1 oBHOBNS aHTMBUPYCHblE NporpamMmbl 1 GpaHaMayep. TeM cambiM Tbl o6e3onacullb
cebs OT 3aKayku BUpyca Ha TBOe YCTPOWCTBO;

3. MNpu ncnonb3oBaHun Wi-Fi oTkmtoum dyHkumio "O6wun goctyn K dpanmnam m npuHtepam”. OaHHas
YHKUMSA 3aKpbiTa MO YMOM4YaHWUKO, OAHAKO HEKOTOpble Mofb3oBaTenyM akTUBMPYKT ee Ana yaobcerea
ncrnonb3oBaHus B pabote unu yyebe;



4. He wcnonb3yn nybnuunbin WI-FI ona nepefayn nuuHbIX AaHHbIX, Hanpumep AN BbiIXxoga B
coumarnbHble CETU UMK B NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn ToNbKo 3awmiLieHHoe coegmHenune yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca
BBOAWM UMeHHO "https://";

6. B mobunbHom TenedoHe oTknoun dyHkumio "MogkntodeHne k Wi-Fi aBTomatuyeckun”. He gonyckan
aBTOMAaTMYECKOro MOAKIYEHNs ycTporcTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTu

CoumanbHble CeTu akTUBHO BXOAAT B Hawy Xu3Hb, MHOrnMe nogn pa60Ta+0T N XNBYT TaM NOCTOAHHO, a B
Facebook yXe 3apermctpunposaH Munnmapn 4erioBek, 4YTo ABJIIAETCA OAHOW CeAbMOWN BCEX XUTenen nnaHeTbl.
MHorve nonb3oBaTenu He NOHUMALOT, YTO VIH(bOpMaU,VIﬂ, pasMelleHHaa M1 B counalibHbIX CETAX, MOXET ObITb
HangeHa 1 Ncnosib3oBaHa Kem yrogHo, B TOM 4ucrie He ob6s3aTenbHO ¢ bnarnmm HaMepeHnamMmu.

OcHoBHble coBeTbl N0 6e30NacHOCTU B CoLManbHbIX CETAX:

1. OrpaHudb cnucok apysen. Y 1ebs B py3bsix He AOMKHO BbiTb CriyYanHbIX M HE3HAKOMbIX N0AEN;

2. 3awmuan cBOK YacTHYH XM3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHUs U
OPYrylo NUYHy0 MHopmaumio. 3noyMbILLMIEHHMKN MOTYT MCMOMb30BaTh Aaxe WMHEGOPMaLMO O TOM, KaK Tbl U

TBOW pPOAUTENN NNaHMpyeTe NPOBECTU KaHWKYIbI;

3. 3awwmwwan cBo penyTauuto - AepXKM ee B YMCTOTe M 3agaBan cebe Bonpoc: xoten Obl Tbl, YTOOLI
Apyrue nosnb3oBaTeny BUAENN, YTO Thbl 3arpyxaelwb? Nogymain, npexage Yem 4To-To onybnukoBaTtb, HanMcaTb U
3arpy3uTb;

4. Ecnu Tbl roBOpUllb C MOAbMMW, KOTOPbIX HE 3Haellb, HE UCMONb3yl CBOE peanbHOe WMS WU ApYryto
TNIMYHYI0 MHCpOPMALLMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelieHns dotorpacdmm B VIHTepHeTe, roe Tbl M3o0paxeH Ha MECTHOCTWU, MO KOTOPOW
MOXHO

onpenennTtb TBOe MECTOIMOJIOXKEHNE;

6. Mpu pernctpaummn B coumnanbHOW CeTn HeobXoaMMO UCMONb30BaTh CIIOXHbLIE NApPOnM, COCTosAwMeE U3
OYKB 1 LMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Onsa counanbHOM ceTu, NoYTbl U OpPYrMX CanToB HEOBGXOAMMO MCMONb30BaTh pasHble naponu. Toraa
ecnu Tebsi B3nomaroT, TO 3NOYMbILUIIEHHWKM NOMyYaT JOCTYN TONbKO K OA4HOMY MECTY, a He BO BCE cpasy.

aﬂeKTpoHHble AeHbrn

ONEKTPOHHbIE [eHbMM - 3TO O4YeHb YOOoOHLIM cnoco® nnatexeil, O4HAKO CYLECTBYT MOLLEHHUKN,
KOTOpble XOTAT NOMY4YNTb 3TU OEHBIN.

GJ'IGKTpOHHbIe OeHbrn noaBunnCb coecemMm HeaaBHO U UMEHHO U3-3a 3TOr0 BO MHOIMX rocygapcrteax Ao
CUX Nnop He nponncaHo npo HMX B 3akOHax.

B Poccum xe oHM pyHKLUMOHMPYIOT U O HUX Y)KEe NMPOMUCAHO B 3aKOHE, rae VX pasfaenstoT Ha HECKOSbKO
BWAOB - @aHOHUMHbIE M HE aHOHMMHblE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoaMTb onepauun 6e3 ngeHTudrkauum nonb3oBaTens, a B HEAHOHUMHbIX MAeHTUMKaAUNA Nonb3oBaTens
ABnsieTcsa obA3aTenbHON.

Takke cnegyeT pasnuyaTtb 3MEKTPOHHble hMaTHble [AeHbrM (PaBHbI FOCYAApCTBEHHLIM BarnTam) u
9MNEKTPOHHbIE He(MaTHbIE AEHBIN (HE paBHbl FOCYAapPCTBEHHBIM BantoTam).

OcHoBHble coBeThbI N0 6e3onacHow paboTe ¢ ANEKTPOHHBIMU AeHbramu:
1. MpuBsXXN K cHETYy MOOUNBHLIM TenedoH. ATO caMbll YyAOOHbIM N BbICTPLIA CNocob® BOCCTAHOBUTL
OocTyn K cyeTy. [NprBA3aHHbIN TenedoH NOMOXET, ecnn 3abyaellb CBOM MNAaTEXHbIA Naponb Unn 3angellb Ha

CalT C He3HaKOMOro YCTPOWCTBA;

2. icnonbk3yin ogHopasoBble naponu. locne nepexoga Ha yCWUeHHyo aBTopusaumio Tebe yxe He OypeT



yrpoXaTb OMaCHOCTb KpaXku UK nepexeata nraTexXHoro napons;

3. Bbibepu cnoxHbii naponb. NpecTynHukam OyaeT He NpoCTO yradaTb CMOXHbIM naponb. HagexHble
naponun - 3TO0 Naponu, KOTopble codep)XaT He MeHee 8 3HAKOB W BKMOYalT B cebsi CTPOYHbIE U NPOMNUCHbIE
OykBbl, UNMPbI U HECKONbKO CMMBOMOB, TakMe Kak 3HaK gonnapa, (pyHTa, BOCKNMUATENbHbIN 3HAK M T.M.
Hanpumep, $tRONng!;;

4. He BBOAM CBOW NMYHbIE OaHHbIE HA calTax, KOTOPbIM HE AOBEpPSELLb.
OneKTpoHHasA noyTta

OneKkTpoHHas MoyTa - 3TO TEXHONOrUs U NMpPeaoCTaBMsieMble €l YCNyr Mo NepecbIsike U MOSyYeHUto
3MEKTPOHHbLIX COOBLLEHWNIA, KOTOPbLIE pacnpeaenstoTcs B KOMMbIOTEPHON ceTU. OGbIYHO 3MEKTPOHHbIN NMOYTOBbI
AWMK BbITNSAUT CrieayrowmnM obpasom: UMs_Monb3oBaTena@uvs_aomeHa. Takke KpoMe nepenadv npocToro
TEKCTa, MMeeTCsi BO3MOXHOCTb NepeaaBath daiinbl.

OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NeKTPOHHO NMOYTON:

1. Hapo BbiBpaTb NpaBunbHbIA NOYTOBLIN CepBUC. B MHTepHeTe eCcTb OrpoMHbI BbiGOp BGecnnaTtHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle JOBEPATb TEM, KOrO 3HA€ELLlb U KTO MEPBbIA B PEATUHTE;

2. He ykasblBan B JIMYHOW no4YTe JIMYHYKO UWHGopmauuo. Hanpumep, nydwe BbibpaTtb
"My3blkanbHbIi_daHat@" unm "pok2013" BmecTto "temal3";

3. Wcnonb3ym pByxatanHyilo asTopu3auuio. JTO Korga MOMMMO MNapons HyXHO BBOAWUTb KoOA,
npucbinaemoliii no SMS;

4. Bbibepn cnoxHbin naponb. [Ons Kaxgooro MNOYTOBOrO silUMKa AOMMKEH ObiTb CBOW  HadeXHbIN,
YyCTONYMBBIN K B3NIOMY Naporsib;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CamoMy CBOW JIMYHbIA BOMPOC, UCMOMb3Yi 3Ty BO3MOXHOCTb;

6. Ncnonb3yn HEeCKOSbKO NOYTOBbLIX ALWMKOB. [epBbin ANd YacTHOW Nepenucky ¢ agpecatamu, KOTOPbIM
Tbl AOBepsieLlb. OTO 3NEKTPOHHbIN agpec He Hado MCMOoNb30BaTh NPY perncTpaummn Ha hopymax u canTax;

7. He oTkpbiBan hannbl 1 gpyrme BrOXEHUS B NUCbMax, AaKe €CrU OHW MPULLNW OT TBOWX OPY3en.
Nyylie yTouHM y HYX, OTNPaBNanu Ny oHn tebe atn danneol;

8. lMNocne okoH4YaHWsi paboTbl Ha MOYTOBOM CEPBUCE Mepen 3aKpbITUEM BKMALKM C CaWTOM He 3abyab
Ha)xaTb Ha "Bbintn".

KMGepGynnMHr uwnu BupTyanbHoe nsgeBatenbCTBO

KnbepbynnuHr - npecnegoBaHve coobLeHnsMu, cogepXawumm ockopbneHms, arpeccuio, 3anyrmsaHue;
XyNUraHcTBO; coumnanbHoe B0MKOTUPOBaHME C MOMOLLbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynrMHrom:

1. He ©pocarica B 6ou. Jly4wmn cnocod: nocoBeToBaThCs Kak cebst BECTU U, ECIIN HET TOTO, K KOMY MOXHO
0bpaTuTbCs, TO BHavane ycrnokoutbcs. Ecnv Tbl HauyHewb oTBeyaTb OCKOpbrneHmsasMn Ha ockopbreHud, To
TONbKO eLe 6onblue pasoxKellb KOHMANKT;

2. Ynpasnsn cesoen knbeppenytaumven;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYIOT CNOCODbI BbIACHWUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cToMT BECTW XynuraHckun obpas BUpPTyanbHON XM3HW. IHTepHET (UKCMpyeT BCce TBOM OENCTBUA U
coxpaHseT ux. Yaanutb ux 6yaeT KkpanHe 3aTpyaHUTENbHO;

5. Cobniogaii cBOK BMPTYarbHYH YecTb CMOoay;

6. VIrHopupyi eanHu4HbIi HeratmB. OgHOpa3oBble OCKOpPOUTENbHbIE COOBLLEHNS NyYlle UrHOPMPOBATD.
OO6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHOW cTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHMSIMU, B coLManbHbIX CETSAX €CTb
BO3MOXXHOCTb GITOKMPOBKU OTMPABKM COOOLLEHUI C OnNpedeNneHHbIX aapecoB;



8. Ecnn Tbl cBugetens knbepbynnuHra. TBOM OeNCTBUA: BbICTYNUTL NPOTUB NpecrefoBaTens, nokasaTtb
eMy, YTO €ero OEeWCTBUS OLEHMBAIOTCA HeratMBHO, noagepXaTb XXEPTBY, KOTOPOW HYXHa MCUXONornyeckas
MOMOLLIb, COOBLUTL B3POCIbIM O (hakTe arpeCCMBHOIO NOBEAEHUS B CETH.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapT(OHbl M MNaHwWeTbl cogepkat B cebe BronHe B3pochibli (dyHKUMOHAN, U Tenepb
OHM MOTYT KOHKYpMpOBaTb CO CTaLMOHapHbIMKU KoMrbloTepamu. OpHako, CpedcTB 3aluuTbl Ans NMogoGHbIX
YCTPOWMCTB MoKa o4YeHb Mano. TecTpoBaHune 1 NOUCK Ysi3BUMOCTEN B HUX NMPOUCXOANT HE TaK MHTEHCMBHO, KakK
ans MK, 1o e camoe KacaeTcst U MOBUIbHBIX MPUIOXKEHMWIA.

CoBpeMeHHble MoOunbHble Gpay3epbl YXe NpakTUYecKM [AOrHanM HacTofbHblE aHarnoru, ofHako
pacwmpeHue yHKUMOHana BreyeT 3a cobor BOMbLUYIO COXHOCTb YU MEHbLLYHO 3aLUULLIEHHOCTb.

[llaneko He Bce NpPoOWU3BOOWUTENM BbINyCKalOT OGHOBMEHWS, 3aKpbIBAIOLLME KPUTUYECKME YA3BUMOCTM ONS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUIBHOMO Teﬂe(bOHaZ

Huyero He sBnsieTca no-Hactoswemy GecnnatHbiM. Byab ocTtopoxeH, Beab korga Ttebe npegnaratot
GecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-To nnaTHble YCNyru;

Oyman, npexage vyem otnpaeutb SMS, doTo nnmn Bmaeo. Thbl TOYHO 3HaeLb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoanmo 06HOBMSATL ONEPaLVOHHYIO CUCTEMY TBOEro CMapT(OHa;
WMcnonb3yin aHTMBUPYCHbIE MPOrpaMMbl 451 MOBUMbHBIX TenedoHoB;

He 3arpyxai npunoxeHusi OoT HEW3BECTHOIO WUCTOYHMKA, BeAb OHW MOTYT cogepXaTb BpeaoHOCHOe
nporpammHoe obGecrneyeHue;

Mocne Toro kak Tbl BbIAELWb C calTa, rAe BBOAWUI NMYHYIO MHGOpMaLnto, 3anan B HacTpoliku bpaysepa
n yaanwm cookies;

Meproanyeckn NpoBepsin, kKakMe NnaTHble YCNyrn akTMBUMPOBaHbLI Ha TBOEM HOMEPE;
[asan cBoW Homep MOBMIbHOro TenedgoHa TOMNbKO NOAAM, KOTOPbIX Thl 3HaELUb Y KOMY AOBEpPSeLLb;
Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nonb3yellbcd. He 3abbiBan MHOrAa NpoBepsiTb 3TO.

Online urpbl

CoBpeMEeHHbIe OHManH-Urpbl - 3TO KPACOYHble, 3axBaThlBaloLMe pasBrevyeHusi, 06beguHsiloWmne COTHU
TbICAY YernoBek Mo BceMy Mupy. Arpoku uccrnenytoT AaHHbIA UM MUp, OOLLATCS OpYr C APYroMm, BbIMOJSHSOT
3aflaHus, cpaxatoTcsl C MOHCTpaMuM W nosfyyarT onbiT. 3a YAOBOMLCTBUME OHWM MAATST: MOKYNawT AMCK,
onnauynsatoT aboHeMeHT Unun NpuobpeTatoT KakMe-To onLumu.

Bce atm cpegctBa uayT Ha nopdepXkaHvWe W pasBUTUE UIPbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aL/MK, BbINYCKaTCA HOBbIE NaTyy (LMdpPOoBbIE 3annaTku AN nporpamm),
3aKpbIBAOTCS YA3BUMOCTU CEPBEPOB.

B nogo0GHbIX nrpax CTout onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblIMHCTBA nrp.

OcCHOBHble coBeTbl M0 6e30nacHOCTU TBOEro MIrpoOBOro akKayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo vunu co3gaeT Tebe HenpusTHOCTW, 3aBNOKNPY ero B Crimcke
NrPOKOB;

2. I'Io>|<any|7|c;| agMUHUCTPaTopamM Urpbl Ha nyoxoe noBeaeHne 3TOro Urpoka, XenarterbHO NPUNoXuTb
Kakne-To AoKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nuyHyto nHopmauuio B npodanne urpsbl;

4. YBaxaw apyrux y4acTHUKOB MO Urpe;



5. He ycTtaHaBnmBamn HeodumumanbHble naTyv U Moabl;
6. cnonb3yn CNoXHble U pasHble naponu;

7. Daxe BO Bpemsi Urpbl HE CTOWUT OTKIMOYaTb aHTUBMpYC. [Moka Tbl Urpaellb, TBOW KOMMbHOTEP MOTyT
3apasuTb.

DUWNHT unn KpaXxa NMMYHbIX AaHHbIX

OOGbI4HOM Kpaxen OeHer N AOKYMEHTOB CErofHs yXe HUKOrO He yAMBWLLb, HO C pPa3BUTMEM WHTEPHET-
TEXHOMOrMM 3r1I0YMbILLUNIEHHUKN NEPEMECTUNNCH B MHTEPHET, N NPOAOIMKAOT 3aHUMaTbLCA "NobumbiM" aenom.

Tak nosBunacb HoBasi yrpo3a: MHTEPHET-MOLLEHHMYECTBA NN PULLVHT, rMaBHas Ueflb KOTOPOro COCTOUT
B MONyYEHUN KOH(pMAEHUManbHbIX AaHHbIX MONb30oBaTenen - NOrMHOB W Maponen. Ha aHrmumnckom ssbike
phishing yntaeTtca kak puwmnHr (ot fishing - peibHas noens, password - naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ hULLIMHIoM:

1. Cnegn 3a cBouM AKKayHTOM. Ecnn TbI nogo3peBaellb, 4YTO TBOA aHKeTa Obina B3nomaHa, TO
HeobxooMmMo 3a6ﬂOKMpOBaTb ee 1 coobwuTb aaMUHNCTPaTopam pecypca 006 3TOM Kak MOXHO CKopee;

2. Vicnonb3yn 6e3onacHble BeO-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoB M NMOUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble u pasHble naponu. Takum obpas3om, ecnu Tebsa B3NOMatoT, TO 3M0YMbILLNIEHHUKM
nonyyat AOCTYyn TOMbKO K OAHOMY TBOEMY MPOhUIIo B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To HeobxoaMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y
TebA B Opy3bsx, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro uMeHn ByaeTt paccbinaTtbCs cnam U CCbInkn
Ha PULLNHIOBbIE CaNThbl;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannbl n gpyrme BrOXEHUS B NUCbMax, AaKe €CrU OHW MPULLNN OT TBOWX OPY3en.
Nyylie yTouHM y HUX, OTNPaBNAnu Ny oHn Tebe atn dannsol.

LUncdposas penyrauus

LUndppoBas penytauma - 3TO HeratuBHad WAM NO3MTUBHAsA WHgopmauua B cetn o Tebe.
KomnpomeTupyowas nicopmaums, pasMmelleHHas B UHTepHeTe, MOXeT cepbe3HbiM 06pa3om OoTpasuTbCs Ha
TBOEW peanbHOM Xn3Hu. "Lindposas penytauusa” - 3To TBOW UMUIXK, KOTOPbLIA hopMmupyeTcs U3 MHopmauum o
Tebe B UHTEpPHEeTE.

TBOE MEeCTO XUTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOe nonoxeHune, ocobeHHOCTN XapakTtepa 1 pacckasbl O
ONN3KMX - BCe 3TO HakannMBaeTcs B CEeTU.

MHorve nogpocTKM NErkoMbICNIEHHO OTHOCATCA K Nybnvkauun nuyHon mHdopmauumn B UHTepHeTte, He
NOHMMasi BO3MOXHbIX MOCNeAcCTBUA. Tbhbl Jaxe He CMOXelb foragatbcd O ToM, 4To doTorpadus,
pa3MelleHHas 5 net Hasaf, cTana NpUYNHON OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBomx doTorpaduin u apyrme OevWcTBUSt MOTYT HE UCYE3HYTb Aaxe nocne
TOro, Kak Tbl MX yganuub. Tbl He 3Haelb, KTO COXpaHumn 3Ty MHdOpMauuio, nonana N oHa B MOUCKOBbIE
CUCTEMbI U COXpaHWMnacb M OHa, a rMaBHOe: YTO MoAaymaloT 0 Tebe okpyxawwme nan, KoTopble HangyT u
yBUOAT 9T0. Hantn nHdopmaumio MHOro fneT CnycTss CMOXeT fobon - kak M3 gobpbix nobyxaeHun, Tak u ¢
HaMepeHneM NPUYUHUTL Bped. STO MOXET BblTb KTO YrogHO.

OcCHOBHble COBETbI MO 3aLLMTe LMPPOBOWA penyTauumm:
1. MNogyman, npexae Yyem 4YTo-TO Ny6nNuKoBaThb M Nepenaeath y cedsi B 6riore nnun B coumansHON ceTy;

2. B HacTporkax npodunsa ycTaHOBW OrpaHUYeHnss Ha MPOCMOTP TBOEro Npoduns U ero coaepXxnmoro,

caenaw ero Tonbko "ons gpysen";

3. He pa3meluaii 1 He ykasbiBai MHOPMAaLMIO, KOTOPasi MOXET KOro-NMbo ockopGnsiTe UMK 06uxaTh.



ABTOpcKoe npaBo

CoBpeMeHHbIe LLKOIbHUKMN - aKTUBHbIE Nofb3oBaTenu umgpoBoro npoctpaHcTea. OgHako faneko He Bce
3HAlOT, YTO MONb3OBaHME MHOMMMU BO3MOXHOCTAMU UMEPOBOro Mupa TpebyeT cobrniogeHuss npaB Ha
WHTENNEeKTyanbHyl0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHasi COGCTBEHHOCTL" OTHOCUTCSI K PasfMYHbIM TBOPEHMSIM YENOBEYECKOrO yma,
HauMHas C HOBbIX N306peTeHUI U 3HaKoB, 0603HaYarLLMX COBCTBEHHOCTb HA NPOAYKTLI U YCRyru, U 3aKkaH4MBas
KHUramu, dpotorpacpmsiMm, KMHOMUIbMaMM U My3blKanbHbIMU MPOU3BEOEHUSIMU.

ABTOpCcKME MpaBa - 9TO MpaBa Ha WHTENNeKTyanbHyl COBCTBEHHOCTb Ha MNPOU3BEOEHUS HayKu,
nuTepaTypbl U UCKyccTBa. ABTOpCKkME MpaBa BbICTYMalT B KayecTBe rapaHTMM  TOro, 4To
WHTeNNeKTyanbHbIA/TBOpYECKUA TPy aBTopa He GyaeT HampacHbIM, JacT eMy CrpaBediMBble BO3MOXHOCTM
3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, MoflyduTb M3BECTHOCTb M MpusHaHue. HukTo 6e3 paspelueHus
aBTOpa He MOXeT BOCMPOM3BOAMTbL €ro Npou3BedeHne, pacnpoCcTpaHsTb, MyGMYHO [EMOHCTPUPOBAaT,
npogaeaTtb, UMMOPTMPOBaTb, MyckaTb B MpokaT, MyGIMYHO MCMOSHATL, MNOKA3biBATL/UCMOMHATE B 3Mpe Uin
pa3mMelLaTb B MIHTepHeTe.

Mcnonb3oBaHre "nupatckoro” nporpammMHOro obecneyeHuss MOXeT MPUBECTU K MHOMMM puckam: OT
noTepu AaHHbIX K TBOMM akkayHTaM [0 OnoKMpOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBIEHa HerneranbHas
nporpamMmma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYHOT NeranbHble U GecnnatHble MporpaMMbl, KOTOpbIe
MOXHO HaWTK B CETMW.

O noprane

CeTeBVI‘-IOK.pd) - TBOW IMaBHbI COBETYMK B CETU. 34eCb Tbl MOXELUb Yy3HaTb O GesonacHoCTn B ceTu
NOHATHbIM U OOCTYMNHbLIM A3bIKOM, a NP BO3HMKHOBEHUU KpMTI/I‘-IeCKOVI cutyauum O6paTI/ITbCF| 3a coBeTom. A
TakkKe NMpuHATb ydacTue B KOHKypCax U CTaTb CaMblM LI,VI(prBbIM Fpa)KLl,aHVIHOM!



