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MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUUCKOW ®EAEPALINA

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLLEIro O6PA30BAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

[enapTamMeHT rocygapcTBeHHOW nonutukM B cdhepe obuwero ob6pasoBaHus MwuHob6pHaykun Poccun
HanpaBnseT AnA cBedeHus paspaboTtaHHble BpemeHHon komuccmen Coseta ®Pepepauun no  pasBuTULO
NHOpPMaLMOHHOTO obLecTBa MeToAMYECKMe pekoMeHZauun O pasmelleHun Ha WHGOPMALMOHHBLIX CTeHAax,
omumnanbHbIX UHTEPHET-canTax M Apyrmx MHOPMaUMOHHBIX pecypcax obleobpasoBaTenbHbIX OpraHM3auunin u
OpraHoB, OCYLLECTBNAIOWMX ynpasneHne B cdepe obpasosaHus, MHGopmaLun o HGe3onacHoOM MNOBEAEHUU U
ncnonb3oBaHum cetn "VIHTepHeT".

OupekTop OenaptameHTa
A.E.NETPOB

MpunoxeHue

METOONYECKWUE PEKOMEHOALIMA
O PASMELLEHN HA UH®OPMALIMOHHbIX CTEHOAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFTAHU3ALIUA 1 OPFAHOB, OCYLLIEECTBISAIOLLNX
YNPABJIEHUE B COEPE OBPA30OBAHUA, UHOOPMALIUKN O BE3ONACHOM
NOBEOEHUMN U UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemeHHon komuccum CoseTa Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLlecTBa B paMKax BbINOSHEHUSI peKOMeHAAUUA NapameHTCKUX crnywaHuin "AkTyanbHble Bonpockl obecneyeHms
6e30nacHOCTU U pas3BUTUS AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopkle npolwnn B Coeete ®enepaunm 17
anpena 2017 r., 6binn pa3paboTaHbl MeTOOUYECKME PEKOMEHAAUUW O pasMeLleHMM Ha MHGOPMAaLMOHHbBIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
opraHm3aumi 1 opraHoB, OCYLLECTBASKOLWMX ynpaBneHve B cdepe obpasosaHus, MHdopmauum o HGesonacHom
noBedeHMn 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaaumum).

MeToanyeckme pekoMeHZauuMu HanpaBfieHbl Ha KauyeCTBEHHOEe MOBbILEHWE YPOBHS WH(OPMaLMOHHOM
AesiTeNbHOCTU 06LLEeo6pa3oBaTenbHbIX OpraHM3auuii M OopraHoB, OCYLLECTBISIOWMUX ynpaBreHue B cdepe
obpasoBaHusi, B 4acTU MWHGOPMMPOBaHMS Yy4YallMXCs, WX poauTenei (3aKoHHbIX MpeacTaBuTenen) wu
negarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHopMaLMOHHON Ge30MnacHoCTy.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHusaumMsiMm U opraHam,
OCYLLECTBNSALWUM ynpaeneHne B cepe obpasoBaHust, akTyanuanpoBaTb YK€ UCMONb3yeMble U pa3MeLLeHHbIe
NMH(OPMAaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX B Crlyd4ae UX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK U
pekomeHaauni.

B pamkax MeTogu4eckmx pekoMeHgaumn paccmMaTpmMBaloTCs CreayoLme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. othuumanbHble UHTEPHET-PECYPChI;
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3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSbHbIE ra3eThbl, MeJarormieckme n3gaHus n gpyrue).
UHdopmaunoHHble cTeHAabI

Ha wuHdopmauunoHHblx cTeHgax B 00ueobpasoBaTenbHbIX OpraHu3auusax, pacronoXeHHbIX B done
yypexaeHun m B kabuHeTax, OCHaLLEeHHbIX MepPCOHanbHbIMW YCTPOMCTBAMM ANS Bbixoda B ceTb "VHTepHeT",
pekoMeHayeTCa pasMecTUTb WH(OPMAaLMOHHbIE MaMATKW, coAepKallne OCHOBHble COBETbl MO obecneyeHuto
NMHpOpMaLMOHHON 6e30MacCHOCTN y4aLLUXCS.

B NPUIoOXeHnn N 1 kK meToaMYECKMM pekoMmeHaaunam npencrasiieH 06pa3eu, NaMATKN And pasMelleHnd Ha
VIHCpOpMaU,VIOHHbIX cTeHaax.

CpeacTBa MaccoBoW MH(opmauumn

B cpeactBax maccoBow MHGOpMauMM, OPUEHTMPOBAHHbLIX Ha OBy4yalroLMXCs, PeKOMEHAYeTCs B TeyeHue
yyebHOro roga perynsapHo nybnukosatb MH(OPMaUWOHHbIE MaTepuarbl, NMOCBSALWEHHbIE OTAENbHbIM acrnekram
MHpopMaunoHHON 6e30MacHOCTH, a TakkKe pasnnyHble NaMsTkn obLLero xapakrepa.

B cpeoctBax maccoBonM MHOpPMaUMKM, OPWEHTMPOBAHHBIX Ha MeJarornyeckyto  obLLEeCTBEHHOCTb,
pekoMeHOyeTCA B TeuyeHue KaneHOapHoro roda perynspHo nybnukoBaTb WHGOPMAaLMOHHbIE MaTepuarnb,
MOCBSILLIEHHble OTAeNbHbIM acnektam WHAOPMauMOHHON 6e30NacHOCTU Kak HeCOBEPLUEHHONETHUX, Tak WU
obLleobpasoBaTenbHbIX OpraHuM3auui, a Takke pasnuyHble namMaTkM, 0030pbl  HOpMaTUBHO-MPaABOBOro
perynMpoBaHus gaHHou cdepbl 1 MHAOPMaLMIO O akTyarnbHbIX MEPONPUATUAX U COBLITUSX B JaHHON cdhepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsa obecneudntb
BbIMYCK TEMaTMYECKOro BbIMyCcKa CpeAcTBa MaccoBoW MHdopmauum nmbo cepum nyornuvkauun, cpegu KoTopbIX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS ANA oby4alomxcs, UX pogutenen (3akoHHbIX NpeacTaBUTENENn) U
negarornyeckon obLLEeCcTBEHHOCTN.

OdwmumnanbHble UHTepHeT-pecypchbl
O6LeobpasoBaTenbHbiM OpraHu3auusM pekoMeHgyeTcda Ha cBoux oduumanbHblx WHTepHeT-pecypcax

obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmauunoHHas
6e3onacHoOCTL", B paMKax KOTOPOro nNpeaycMoTpeTh pasMelleHre cneayolen nHdopMaumm:

N Pasgen/nogpasgen | ®opmaTt npegcraBneHus CopgepxxaHvne maTepumarnos
maTepuanos
1. |INokanbHble Konuu gokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTuMBHbIE akTbl B | hopmate *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeLuaTcs AOKYMEHTHI,
obyyvaromxcs pernaMeHTVpyloLmMe opraHm3aumio u

paboTy Cc nepcoHanbHbIMU AaHHbIMMU,
nnaHbl MeEpPONpUATUA No obecneveHnto
WMHopMaLNoHHO BGe3onacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCs akTyarnbHble CBEAEHUS O
perynvposaHve ¢opmaTte *PDF deagepanbHbIX U perMoHanbHbIX 3aKOHax,
n1McbLMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernaMmeHTupylowmne obecneyeHne
MHopMaLNoHHO Ge3onacHOCTU
HecoBepLUeHHoneTHuX. [lonyckaeTcs
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BMECTO KOonumn pasmellatb rmnepccbiyikn Ha
COOTBETCTBYOLWMNE OOKYMEHTbI Ha canTax
opraHoB rOCY,CI.apCTBeHHOVI BnacTw.

3. |lemarornyecknm TekcT Ha cTpaHuue Pasmeluatotca meTognyeckune
paboTHukam cavita pekoMeHJaunn 1 ykasbiBaeTcs
Konvn gokymeHTOB B MHopMaLINSA O MepPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpaBneHHbIX Ha

NoBbILLIEHNE UH(POPMALIMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumces TekcT Ha cTpaHuue PasmeluaeTcsa nHdopMaLNOHHaa namMmsaTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHopMaLINSA O MeEpPONPUATUSIX, MPOEKTax
1 nNporpaMmmax, HanpaBJieHHbIX Ha
noBblweHne NHHOPMALIMOHHON
rPamMoTHOCTM OBy4atoLnXCs.

5. | Poputensm (3akoHHbIM | TEKCT Ha CTpaHuue Pa3mellaeTcs nHdopmauMoHHasa namsTka
npeacraBuTensam) caunTa (npunoxeHue N 3).
obyvatomxes

6. |[OeTckue 6e3onacHble | TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmauus o
canTbl canta peKoMeHOyeMbIX K UCMONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIx canTax,
GaHHepbl 6e3onacHbIX AETCKMX CalTOoB.

OpraHam, ocyLLeCTBNSAKLWNM ynpaBneHne B cdepe obpa3oBaHnsi, peKOMEHAOYETCA Ha CBOUX OdpuLManbHbIX
WHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOSATENBLHOIO W CreuManu3vpoBaHHOro pasaena
"MndopmMaumoHHas 6e3onacHOCTL", B pamMKax KOTOPOro NpeycMOTPeTb pa3MeLLeHNe cneayoLen nHdpopmaumm:

Mpunoxexne N 1

NAMATKA 5 5
anda oby4vyAloLwmMxca oo UH®OPMALMOHHOWU BE3OIMNACHOCTU OETEU

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKOMbI, @ Takke doTorpacmm cBoum, CBoen ceMbn 1 Opy3en);

2. OTkpbIBaTb BMNOXEHHbIE (halnbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNPaBUTENS;
3. [pybuTh, NpuaMpaThCs, OkasbiBaTb AABMEHUE - BECTU Cebs1 HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluvean poauTenein;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMW B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTENsM
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UK OneKyHam;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBaw B3pocrbiM 0 npobriemax B CeTU - OHW BCceraa noMoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonb3yelwwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha HEro;
3. OTKpbIBaW TONbKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" M NONYyYN NacnopT LndpoBOro rpaxkaaHuHal

Mpunoxexune N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA OBYYAKOLLKUXCA OANnA PASMELLEHNA
HA OOULINAIBbHBLIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MONOAEXN B UHTEPHETE CTaHOBUTbLCA Oonblue, a LUKOJNbHUKM OAHWU U3 CaMbiX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexgy TeM, MOMUMO OFPOMHOIO KONMYecTBa BO3MOXHOCTEW, WMHTEPHET HeceT U
npobnembl. 3Ta NamATKa JOIMKHA NomMoYb Tebe 6e30nacHO HaXoaNTLCS B CETU.

KOMHbIOTeprIe BUPYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTIUYUTENbHOW OCOGEHHOCTbLIO
KOTOPOI SIBNSIETCS CMNOCOOHOCTb K pa3MHOXeHWio. B gononHeHue k 3ToMy, BMpPYCbl MOFYT MOBpeauTb WU
MOSIHOCTLI YHUUTOXWUTL BCe haiinbl U [aHHble, MOAKOHTPOSIbHbIE MOMNb30BAaTEM, OT UMEHW KOoToporo 6bina
3anylieHa 3apaxeHHasi nporpaMMa, a Takke NoBPeauTb UMK faXe YHUYTOXUTL ONepaLnoHHYH CUCTEMY CO BCEMU
chainamu B uenom. B onbLUNHCTBE CryvyaeB pacnpoCTPaHsTCst BUPYChl Yepe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpamm:

1. |/|CFIOJ'Ib3yIZ CcoOBpeMeEHHble onepaunoHHble CUCTeMbl, UMerolne Cepbe3HbIIZ ypoB€Hb 3alinTbl OT
BPEeOOHOCHbIX NMporpamMm;

2. ToCcTOAHHO yCTaHaBnMBan nayTn (UM@poBbIE 3annaTkv, KOTOpble aBTOMaTUYECKM yCTaHaBMNMBAKTCS C
uenbto gopaboTku nporpaMmmbl) U gpyrme oGHOBMNEHWUS CBOEN OnepaumoHHOM cucTembl. CkaumBanm MX TOMBKO C
oduuymnanbHoro carnta paspabotyunka OC. Ecnm cylecTByeT pexnm aBTOMaTUYeCKOro OOHOBIIEHNS, BKITHOUN ErO;

3. PaboTan Ha cBoeMm KOMMNbOTEpPE Noa npaBamMmu nosfib3oBartesnd, a He agMUHUCTpPaTopa. 3OTO He no3BonuUT
60ﬂbLIJl/IHCTBy BPEOOHOCHbLIX nporpamMmm NHCTarmpoBaTbCA Ha TBOEM NeEPCOHarIbHOM KOMMNbOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble NPOAYKTbl WU3BECTHBLIX NPOU3BOAMTENEN, C aBTOMAaTUYECKUM
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o6HoBreHnem 6as;
5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3ayi BHELWHWE HOCUTENW MHADOPMaLIMK, TakMe Kak dorieLuka, AUCK unm dpann n3 MHTepHeTa, ToSbKO
13 NPOBEPEHHbBIX NCTOYHMKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE Qalnbl, NONyYeHHblE W3 HEeHaOeXHbIX UCTOYHMKOB. [axe Te dhannsl,
KOTOpble npucrnan TBOW 3HaKoMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOMNOrns, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apernctpupoBana 6peHg "WECA", 4to o6osHavano croBocoveTaHue "Wireless
Fidelity", koTopbIlt nepeBoauMTCs Kak "GecnpoBogHast TOUHOCTL".

[o Hawero BpemeHu powna gpyrasd abbpesumaTypa, KOTOpasi ABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3ByKOBOW TexHukM Hi-Fi, yto
B NepeBoe 03HavaeT "BbICOKAas TOYHOCTL".

Oa, OecnnaTtHbIN WHTEPHET-A0CTYN B Kac*)e, oTenax M asponopTtax dABnAeTcA OT/INYHON BO3MOXKHOCTbIO
BblX04a B UHTEPHET. Ho mHorne 9KCNepPThbl CHUTAKOT, YTO OGUJ,GAOCTyI'IHbIe Wi-Fi ceTu He sBnsitoTcs 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBai cBo nu4yHy0 unHdopMauuto yepe3 obuwenocTtynHole Wi-Fi cetn. Pabotas B Hux,
XenaTenbHO He BBOAUTb Naponv JOCTYNa, JTOTUHBI U KaKMe-TO HOMepa;

2. cnonb3yi n o6HOBNSAN aHTUBUPYCHbIE MporpaMmbl U bpaHamayep. Tem cambim Tbl 06e3onacuwb cebs ot
3aKayku BMpYyCca Ha TBOE YCTPONCTBO;

3. Mpu ncnonbaoBanmm Wi-Fi oTkntoun doyHkumio "O6wmn goctyn k parnam u npuHtepam”. JaHHas gyHKUmMS
3aKpbiTa MO YMOMYaHWI0, OJHAKO HeKOTOopble MOfb30BaTeNV aKTUBMPYKT ee ANnd yaobcTBa MCNONb30BaHUS B
paboTe nnm yyebe;

4. He ncnonb3yn nyonunyHeii WI-FI ans nepegaym nyMyHbIX AaHHbIX, HANPUMMEpP ANsi BbIXo4a B COLManbHble
CeTN NN B 9NEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoMm TenedoHe oTkmoun dyHkumo "TogkniodeHme k Wi-Fi aBTtomatnyeckun”. He ponyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponcrtaea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumarnbHble ceTu akTUBHO BXOOAT B Halwly XW3Hb, MHOrne noogun pa60Ta+0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yXe 3apermctpupoBaH munnuvapn 4YernoBek, YTO ABJIAeTCA OAHOW CceabMOM BCEX XUTenewn NnaHeThl.
MHorne nonb3oBaTenn He MOHUMAIOT, YTO MHd)OpMaLI,VIFI, pasmMelleHHaa MMn B coumnarnbHbIX CETAX, MOXET ObITb
HangeHa 1 Ncnonb3oBaHa Kem yrogHo, B TOM 4ucre He obsi3aTenbHO ¢ Gnarnumm HaMepeHnamMun.

OcHoBHble coBeTbl Mo 6e30NacHOCTN B coLManbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX HE OOMKHO ObITb CNy4anHbIX M HE3HAKOMbIX NIOOEN;
2. 3awumuian cBOK YacTHYI XuU3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, gaTy TBOEro poXAeHus u

OPYIYyH NUYHY0 MHopMaLUmMio. 3rOoYMbILLNEHHMKA MOTYT UCMOMb30BaTh AaXe UHOPMALIMIO O TOM, Kak Tbl U TBOU
poAUTENM NaHMpyeTe NPOBECTM KaHWKYIbI;
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3. 3alumiuait cBo penyTauuio - epXu ee B YACTOTe U 3adaBsaii cebe Bonpoc: xoTen Gbl Thbl, YTODOLI Apyrue
nonb3oBaTenu BUOenu, YTo Tbl 3arpyxaellusb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpysuThb;

4. Ecnu Tbl roBopuLLb C NOAbMW, KOTOPbIX HE 3Haellb, HE NCMOMb3Yy CBOE pearnbHOe UMS 1 OPYry0 NMUYHYIO
WHbopMaLnK: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpeaennTb TBOE MECTOMONOXEHNE;

6. Mpu permuctpauum B coumnansHOM ceTn HeobxoaMMO UCNONb30BaTh CIIOXHbIE NApONn, COCTosALLNE U3 OyKB
N umMdp M C KONNMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Tebs B3nomaroT, TO 3JIO0YMBbILNEHHUKM nonydaT AOCTYMN TOJIbKO K 0AHOMY MeCTYy, a He BO BCE Cpaasy.

3ﬂeKTpOHHbIe AeHbrn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIM cnocob nnaTexen, OAHAKO CyLEeCTBYIOT MOLUEHHWKKN, KOTopble
XOTAT NONYYUTb 3TU AEHbIN.

SJ'IeKTpOHHbIe AeHbrn noaBuincb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
Nnop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum ke OHU (DYHKLUMOHUPYIOT U O HUX YKe MPOMMCaHO B 3aKOHe, rae UX pasgensioT Ha HEeCKOMbKo
BMOOB - @aHOHMMHbIE U He aHOHWMHble. PasHuMua B TOM, YTO aHOHMMHblE - 3TO Te, B KOTOPbIX pa3speluaeTtcs
NpoBOAWTbL onepauun 6e3 maeHTUdUKauuM nonb3oBaTensi, @ B HEaHOHUMHbIX WAEHTUdUKaLUS Nonb3oBaTens
ABNsieTcs 0b6A3aTeNnbHOMN.

Tawke cnegyeT pasnuyatb OMNEKTPOHHble UaTHble AeHbrM (paBHbl FOCYAApCTBEHHbIM BanTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HEe paBHbl rOCY4apPCTBEHHBIM BanoTam).

OcHOBHble coBeTbl N0 BGe3onacHom pa60Te C 3J1EeKTPOHHbIMU OEeHbramMmu:

1. TNpuBSHKM K cHETY MOOWMbHBIN TeNnedoH. ATO camblii YAOOHbIV N BbICTPbLIA CNOCOD BOCCTAaHOBUTL AOCTYN K
cyeTy. MNpuBaA3aHHbIV TenedoH MOMOXET, ecnu 3abydellb CBOW MMATEXHbI Napornb UNu 3aidellb Ha CanT ¢
He3HaKOMOro YCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpusauunto Tebe yxXe He 6y,c|,eT
yrpoxXxatb ONMacHOCTb KpaXun Ui nepexsarta niiaTeXxHoro naporsns,

3. Boibepu crnoxHbin naponb. [NpectynHukam GygeT He MPOCTO yragaTb CNOXHbBIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble CoaepXaT He MeHee 8 3HaKOB M BKIHOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
LUMdpbl 1 HECKOmNMbKO CUMBOMOB, TakMe Kak 3HaK gonnapa, yHTta, BOCKNUUATenbHbIM 3HaK 1 T.M. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA calTax, KOTOPbIM He JOBepsieLlb.
OneKTpoHHasA noyTa

OrneKkTpoHHas no4vta - 3TO TEXHOMNOrMs U npefocTaBrisieMble €0 YCRyrn no nepecbinike U NonyyeHuto
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIN
AWK BbIMSAMT CriegylowmMm obpas3oM: uUMs_Monb3oBatend@ums_goMeHa. Takke KpoMe nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaTh ansibl.

OcHoBHble coBeTbl N0 6e3onacHoi paboTe ¢ 3MeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp GecnnaTtHbix
NMOYTOBBLIX CEPBMCOB, OOHAKO fyYlle JOBEPATb TEM, KOro 3HaeLlb U KTO MepBbI B PENTUHTE;
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2. He ykasblBan B JIMYHOW MOYTE€ JIMYHYHO  WHopmaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIn_aHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi ABYXaTanHy aBTopM3auuio. ATO Korga NOMMMO Naponst HYKHO BBOAWUTb KOZA, MPUChINaeMbin
no SMS;

4. Bbibepu crnioxHbIn naponb. [ns KaXkgoro NoYTOBOro SILMKAa AOJDKEH OblTb CBOWM HaAeXHbIN, YCTONYMBLIV K
B3710MY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanncaTb CaMOMY CBOM NIUYHbIA BOMPOC, NCMOMb3yW 3Ty BO3MOXHOCTb;

6. Mcnonb3yi HECKONbKO MOYTOBbIX AWMKOB. [MepBbIi ANs YacTHOM Nepenucku ¢ agpecaTamu, KOTOPbIM Tbl
fAoBepsiellb. ITO 3MEKTPOHHLIN agpec He Hado UCMoNb3oBaTh NPY PercTpauum Ha dhopymax 1 cantax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUSA B NMUCbMax, AaXe eCrivu OHW NpULLInn oT TBoux Apy3sen. Jlydwwe
YTOYHM Y HUX, OTNPABNANN N1 oHW Tebe aTn dannebl;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepepn 3akpbiTUeM BKNaOkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbintn".

Kn6epOynnuHr unu BuptyanbHoe usgeBatenbCTBO

KubepbynnuHr - npecrnegoBaHne CoobLIEHUsIMW, cogepXalmmmn ockopbneHusi, arpeccuto, 3anyruBaHue;
XYNUraHcTBO; coumanbHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fnNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOyNIMHIrom:

1. He 6pocaiicsa B 6oi. Jlyuwmin cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tel HauyHelb oTBeYaTh OCKOPONEeHNAMN Ha OCcKopbNeHns, To TOMNbKO
ewle 6onblue pasoxokellb KOHQMMWKT;

2. YnpaBnsan ceBoen knbeppenytaumen;
3. AHOHUMHOCTb B Ce€TM MHMMasi. CyLLecTBYIOT CNOCO6bI BbIACHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTouT BecTu xynuraHckui obpas BMpTyanbHOW Xu3HWU. VIHTepHeT dukcmpyeT Bce TBOW OENCTBUSA U
COXpaHsieT Ux. Yganutb ux 6ygeT kpaviHe 3aTpy4HUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. UrHopupyin eouHuYHbIA HeraTue. OpHOpas3oBble OCKOPGUTENbHble COOGLLEHUSI Nydlle WIHOpUMPOBaTb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarnbHOW CTaauu;

7. BaH arpeccopa. B nporpammax oGmMeHa MrHOBEHHbIMW COOOLLEHUSIMU, B COLMAanbHbIX CEeTSX eCTb
BO3MOXXHOCTb GIOKMPOBKM OTNPaBKM COOBLLEHUIA C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnageTenb KI/I66p6yJ'IJ'IVIHFa. TBou gencrTeus: BbICTYNUTb NPOTUB MNMpecrnegoBartend, NokasaTb emy,
YTO €ero AencTBUS OLEHMBAKOTCS HeraTUBHO, noanepxatb XepTBy, KOTOpOI7I HY>XXHa ncuxosnorn4eckad nomMollb,
coooWKnTb B3pPOCI1bIM O CbaKTe arpeccmBHOro noeegeHmna B ceTu.

Mo6unbHbIn TenedoH

CoBpeMeHHble CMapTOHbI U MaHWeTbl cogepXkaTt B cebe BMonHe B3pochbii OyHKUMOHanM, 1 Tenepb OHU
MOTYT KOHKYPUpPOBaTb CO CTaLUOHApHbIMK koMMbloTepamn. OgHako, CPeACTB 3almThbl AN NodobHbIX YCTPOWCTB
noka odeHb Mano. TecTMpoBaHUE N NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak ansa MK, 1o xe
camMoe KacaeTCcsi U MOBUITbHBIX MPUITOXEHUNA.

COBpeMeHHbIe MOOMNbHbIE 6pay3epb| yXe nMNpakTudeCckn pforHanm HacToJibHble aHanoru, oaHaKo
pacwiunpeHve (byHKLI,MOHaJ'Ia BneYeT 3a cobon 6OJ'IbLIJyl0 CNOXHOCTb U MEeHbLUYH 3alnUIEeHHOCTb.
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llaneko He Bce MpOM3BOAMTENN BbIMYCKalOT OGHOBMEHMWS, 3aKpblBaloLMe KPUTUYECKUE YS3BMMOCTU ANs
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Beab Koraa Tebe npegnararoT
GecnnaTHbI KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKne-To niaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATE ONEpaLMOHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpy>|<al7| NnpunoXeHna OT HEeW3BEeCTHOIo WCTOYHWMKa, Be€Ob OHW MOryT coaepXaTb BpeaoHOCHOe
nporpammHoe obecneyeHue;

lMocne TOro Kak Tbl BbideLWwb C canTa, rae BBOAWM MUYHYI0 MHpopMauuio, 3anamn B HacTponkm BGpaysepa u
yaanu cookies;

Meproanyeckn npoBepsi, Kakve NraTHbIe YCIyryn akTMBMPOBaHbI HA TBOEM HOMEPE;

[asaw cBoin HoMep MobunbHOro TenedoHa TONbKO MASM, KOTOPbIX Thbl 3HAELLb U KOMY AOBeEpSsieLlb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nofb3yellbes. He 3abbiBavi nHor4a npoBepsTh 3TO.
Online urpsbi

CoBpeMeHHbIE OHMAaNH-UrPbl - 3TO KPacCOYHble, 3axBaTblBaloWUe pasBreyvYeHusi, OObEeAMHSIOLUME COTHU
TbiCSI4 YenoBek no Bcemy mupy. Urpoku mccreayloT OaHHbIi UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[laHusl, CpaXaloTCs C MOHCTPaMU 1 MoJlyyatoT onbIT. 3a YAOBONbCTBME OHM MNATAT: MOKYNaT AUCK, OnfadymBatoT
aboHeMeHT unu npruoGpeTaloT KakmMe-To Onumm.

Bce atu cpeancrtea wmayt Ha nogaepXaHnme wun pas3sutue Uurpbl, a TakKke Ha CcaMmy ©e30nacHoOCTb:
COBEPLUEHCTBYKOTCA CUCTEeMbl aBTOpuU3aunn, BbiMYCKAKTCA HOBbIE MaTyu (LJ,VI(*)pOBbIe 3annaTtkm and nporpaMM),
3aKpPbIBAKTCA yA3BMMOCTU CepBEPOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl M0 6e30nacHOCTN TBOEro UrpoBOro akKkayHTa:

1. Ecnu gpyron urpok Beget cebsa nnoxo unu cosgaet Tebe HenpuaTHOCTM, 3abnoKMpyn ero B Chucke
UrPOKOB;

2. I'Io>i<any|7|0ﬂ adMUHUCTpPaTopaM Urpbl Ha NJ10Xoe noBeaeHne 3Toro Urpoka, XernarteribHoO NPUIioXnTb Kakne-
TO AOKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nnyHyo nHopmauuio B npodanne nrpsbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeodurumanbHble naTyv U Moabl;

6. Nlcnonb3yn CNoXHble U pasHble naponu;

7. Jaxe Bo BpeMA Urpbl He CTOUT OTKNKYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOW KOMMbKOTEP MOTyT
3apa3nTb.
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PUWKHT unm KpaXxa JIN4YHbIX AaHHbIX

OObI4HOM KpaXewn OeHer M OOKYMEHTOB CErodHsl yXKe HUKOro He YAMBMLIb, HO C pasBUTUMEM WHTEPHET-
TEXHOMOrMM 3r1I0YMbILLUNIEHHUKWA NEPEMECTUNNCH B MHTEPHET, N NPOAOIMKAOT 3aHUMaTbLCA "NobumMbiM" Aenom.

Tak nosiBMnacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHMYECTBA U OULLVHT, FMaBHas Lefb KOTOPOro COCTOUT B
nosly4eHMn KoHpmaeHumanbHbiX AaHHbIX NOMb3oBaTenen - NorMHoB M naponen. Ha adHrnuinckom sasbike phishing
untaetcsa kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneagwn 3a cBoOMM aKKayHTOM. Ecnn TbI nogo3peBaellb, YTO TBOA aHKeTa Obinia B3rloMaHa, To Heobxoanmo
SaGHOKMpOBaTb ee 1 coobwuTb agMuUHuUcCTpartopam pecypca 00 3TOM KaK MOXHO CKopee;

2. Vicnonb3yn 6e3onacHble Beb-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoOB M NMOUCKOBbLIX CUCTEM,;

3. VlCFIOJ'Ib3yI7I CITOXHble WU pa3Hble naposn. Takum o6pa30M, ecnn Tebs B3fnomaloT, TO 3J10YMbILLUNTEHHUKN
nony4yart AO0CTYyn TOJIbKO K OAHOMY TBOEMY I'IpO(*)VIﬂI-O B CE€TU, a HE KO BCEM;

4. Ecnu Tebsa B3nomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble gobaBneHsbl y Tebs
B OpPYy3bsX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT pacchinatbCd cnam M CCbIfIKK Ha
PULLNHIOBbBIE CaNThl;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannsl 1 gpyrue BNOXEHUS B NUCbMAax, Aaxke eCnv OHW Npuwnn oT TBouX Apysen. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannel.

LUundpoBasn penytaums

Lindposas penytaums - 3To HeraTMBHas unu nosmTueHas nHopmauus B cetn o Tebe. KomnpomeTtupyrolias
nHdopmaums, pa3MeLleHHas B MHTepHeTe, MOXET Ccepbe3HbiM 06pa3oM OTPasUTbLCHA Ha TBOEW peanibHOW JKU3HW.
"Undposas penytaums” - 9To TBOW UMUK, KOTOPbIN hopmupyeTcs M3 nHopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHune, ocobeHHoCTn Xapakrtepa M pacckasbl O
OGrM3KKNX - BCe 3TO HaKannMBaeTCs B CETHU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMI. Thl JaXe He CMOXellb JoradaTbCs O TOM, YTo poTorpadus, pasmeLLeHHasa 5
neT Hasag, ctana NpuU4MHOM oTKasa NpuHATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHre TBoUX choTorpaduii U apyriue AeiCTBUS MOMYT HE MCYE3HYTb Aaxe nocre Toro,
Kak Tbl UX yAanub. Tbl He 3Haellb, KTO COXpaHWn 3Ty MHGOpMauuto, nonasna fin oHa B MOWUCKOBbIE CUCTEMbI U
CoXpaHunach N1 oHa, a rnaBHoe: YTo NodyMatoT o TeGe okpyxatoLue Noau, KoTopble HakayT U yBuaaT a1o. HaTtu
MHbopMaLIMI0O MHOTO IeT CNycTA CMOXeT oo - kak U3 Jo6pbIX NOGYKAEHWA, Tak U C HAMEPEHUEM MPUYUHUTL
Bped. OTO MOXeT ObITb KTO YroZHo.

OcHOBHbIe COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. NMogymai, npexae 4em 4TO-TO Ny6nMKkoBaTh M NnepedaBaTh Y cebs B 6nore nnv B coumanbHoOm ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenaw ero Tonbko "ansa apysen';

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpPasi MOXET KOro-NMbo ockopGnsiTe UMK 0BUXaTb.
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ABTOpCKOE NpaBo

CoBpeMEHHbIe LUKOSbHUKM - aKTUBHbIE MONb3oBaTeny LMdPOBOro npocTpaHcTBa. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHWE MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMVIH "VIHTeJ'IJ'IeKTyaJ'IbHaFI CcOBCTBEHHOCTL" OTHOCUTCA K pa3finyHbiM TBOPEHUAM 4YernoBe4yeCcKoro yma,
Ha4ynHaa C HOBbIX VI306peT6HVIVI N 3HaKoB, 0603HaYalLWNX COBCTBEHHOCTb Ha NpoaOYyKTbl N YCIyru, N 3akaH4nBad
KHUramu, Q)OTOI'pad.WIFlMVI, KVIHO(*)VIJ'IbMaMVI N MYy3blKalibHbIMU NMpon3BeaeHNAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTeNNeKTyanbHYl0 COGCTBEHHOCTb Ha NPOM3BEAEHUS HayKu, NMTepaTypbl
N nckyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMKM TOrO, YTO UHTENMEKTyarbHbIN/ TBOPYECKMIA TPy
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeAiuBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa,
Mony4nMTb W3BECTHOCTb W npusHaHve. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMNpPOM3BOAUTL €ro
npousBeaeHne, pacnpocTpaHaTb, NyONNYHO OEMOHCTPMPOBATL, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpOKAaT,
ny6GrMYHO UCMOMHATD, NOKa3bIBaTL/UCNOMHATL B 3chmpe unm pasmellaTs B MIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam o 6nOoKMpoBKM TBOEro yCTPOWCTBA, rae ycTaHOBMNEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CyLLECTBYIOT NeranbHble 1 6ecnnaTtHble NporpamMmbl, KOTOPbIE MOXXHO HaNTW B CETW.

O noprane

CeTeBUYOK.pcp - TBOW IMaBHbIi COBETYMK B CETU. 3[4ecCb Tbl MOXellb y3HaTb O ©e3omnacHOCTU B CeTu
MOHSATHBIM W OOCTYMHbLIM A3bIKOM, a MpPY BO3HUKHOBEHUW KPUTUYECKOW CUTyaLun obpaTuTbCs 3a COBETOM. A Takke
MPUHATL y4acTMe B KOHKYpCax U cTaTb CaMbIM LIMAPPOBbLIM rpaxaaHuHom!

Mpunoxexune N 3
NAMATKA Ons POOUTENENA O6 MH®OPMALIMOHHOW BE3ONACHOCTU OETEU

OnpepgeneHne TepMuHa "MHdoOpMauUnoHHast 6e3onacHocTb aeten" cogepxutcsa B dPegepanbHoM 3akoHe N
436-03 "O sawmte geten OT MHOPMAaLMK, NPUUUHAIOLLEN Bped WX 340POBbID U PasBUTUIO", perynupyroLimnm
OTHOLUEHMS, CBSA3aHHbIE C 3aLUUTON AEeTen OT UHOPMaLMK, NPUYMHSIIOLLEN Bpen UX 340POBbI0 U (Mnn) pa3BuTHIO.
CornacHo gaHHOMY 3akoHy "WHdopmaunoHHasi 6e3onacHoOCTb geTer” - 3TO COCTOsIHME 3aLUULLIEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSI3@HHbIV C MPUYMHEHNEM MHpOpPMaLMel Bpeaa nx 300poBbi0 1 (Mnun) dnsmndeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuYnHAIOLWEN Bpes 340POBbLI0 U (MNK) pasBUTUIO
AeTen, aBngaeTcs:

1. HpOopMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean aAeTen;

2. vHdopMauus, pacnpocTpaHeHne KOTOPOM OrpaHMyeHoO cpeau geten onpeferneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHcpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHust cpeau AeTen, OTHOCUTCS:

4. vHdopMauusd, nobyxparowas geTer K COBEpLUEHWIO AENCTBUM, NPEACTaBASAOWNX Yrpo3y UX XU3HU W
(vnn) 300poBbIO, B T.4. MPUYMHEHMIO Bpega CBOEMY 300POBbI0, CAaMOYOUNCTBY;

5. cnocobHoCTb BLI3BATb Yy neTten xenaHue yl'IOTpe6l4Tb HapKoTU4YecKkne cpeacrtBa, NCUXoTpornHblie U (MJ'II/I)
odypMaHuBawLwine BellecTtsa, TabaudHble unsgenus, allkorosyibHyro 1M cnupTtocoaepiallyio npoaykuuo, nnueo wu
HanNMTKn, n3rotaBlinBaemMble Ha €ro OCHOBE; MPUHATb y4YaCTue B a3apTHbIX Urpax, 3aHNMaTbCA I'IpOCTI/ITyLI,I/IGVI,
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6pO£I,FI)KH n4ecTBoOM unun non pOUJaVIHVIHeCTBOM;

6. obocHoBblBaloWas wnu onpasfpiBalowas [OMyCTUMOCTb  Hacunus U (Mnun)  XKectokoctn  nnbo
nobyxaatoLlas ocyLeCTBNATb HACUMbCTBEHHbIE OENCTBUSA MO OTHOLLEHUIO K JIIOAAM U XKMBOTHbIM;

7. oTpyualoLLas ceMeiiHble LEHHOCTU U hopMUpYIOLLLasl HeYBaXKeHVe K POAUTENSM U (MNn) APYrUM YneHam
cemMbMu;

8. onpaBabiBatoLLas NpoTUBONPABHOE NOBEAEHME;
9. cogepkallasi HeLleH3ypHyo 6paHb;
10. cogepkaluasa nHpopmaLumo NopHorpadn4ecKkoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHo cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCUTCS:

1. nHpopmaums, NnpeacTaBnsemMas B BUge M30b6paxeHUs UM onMcaHus XeCTOKOCTH, Prn3n4eckoro n (1nm)
NMCUXMYECKOro HaCKUnIms, NPeCcTynneHns UM MHOro aHTMOBLLIECTBEHHOTO AENCTBUS;

2. Bbi3blBalowas y AeTeil cTpax, ykac WM NaHuKy, B T.4. NpeacraBnsiemas B BUOE M300paXKeHUs unu
onucaHUA B YHWXKaloLWelN 4YeroBeyeckoe [OOCTOMHCTBO (hopMe HeHacUNbCTBEHHOW CMepTH, 3aboneBaHus,
camMoybOuINCTBa, HECYACTHOTrO Criyyasi, aBapum Uimn katacTpodbl U (MNK) UX NOCIeacTBUiA;

3. npencraengemass B BMAE M300pPaXKEHUS UMM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUHOW W
YKEHLLINHOM;

4. copgepxallas GpaHHbIe CIoBa W BblpaXkeHWsl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npegnaraioTtcs npasuna paboTtel B cetn MHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONUT obecnevnTb MHPOPMaLUOHHYO Be3onacHOCTb Balnx AeTen.

O6wue npaBuna gns pogutenen

1. He3aBucmmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoilee punbTpoBaTb
N KOHTpPONMpoBaTb UHOPMALMIO, HO HE MoraraiTechb NOMHOCTBLIO Ha Hero. Balle BHUMaHMe K pebeHKy - rMaBHbIN
MeTOA 3aLLMIThI.

2. Ecnn Baw peGeHoK MMeeT akkayHT Ha OogHOM u3 couwmanbHbix cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaATENbHO N3y4YnTE, Kakyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOdunsax u
6riorax, Bknoyas otorpacdum n Bugeo.

3. lMpoBepbTe, C Kakumu OpyrMMyM carWTamu CBA3aH couumanbHbii cepBuc Bawero pebeHka. CTpaHuyku
Bawero pebeHka moryT ObiTb 6e30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMIKN Ha HeXXenaTenbHble Y ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApYr YNOMWHAET HOMep COTOBOro TenedoHa Bawero pebeHka unu
Baw pomaluHun agpec)

4. Moowpsante Bawwux geten coobwarts 060 BCEM CTPAaHHOM WUIM OTTaSIKMBAIOWEM U HE CIIMLUKOM OCTPO
pearvpynTte, KOraa oHu 3TO AenatoT (M3-3a onaceHus noTepsitb AOCTYN K MHTEpHETY AEeTU HE rOBOPAT POAUTENAM
0 npobriemax, a TaKkke MOryT Ha4yaTb MCMNOMb30BaTh VIHTEPHET BHE AOMA U LUKOSbI).

5. BygobTe B Kypce ceTeBoM xu13HM Bawero pebeHka. IHTepecynTech, KTO nx Apy3bs B VIHTEPHET Tak Xe, Kak
WHTEepecyeTeCh pearbHbIMU OPY3bAMMN.

BospacTt ot 7 po 8 net
B WMHTepHeTe pebeHOK cTapaeTcsl MOCETUTb T€ UNN MHble CalTbl, @ BO3MOXHO W 4aTbl, pas3pelleHne Ha

noceLleHMe KOTOpbIX OH He nonydmn 6bl OoT poauTtenen. Moatomy poamtensim ocobeHHO mnonesHbl byayT Te
OTYeTbl, KOTOpble NPEedOCTaBMATCA NporpaMMamMu MO  OrpaHWYEeHMI0  Ucnonb3oBaHus WHTepHeTa, T.e.
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PoouTtenbckuii KOHTPOSb UM TO, YTO Bbl CMOXETe YBMAETb BO BPeMEHHbIX hainax. B pesynbraTte, y pebeHka He
OyOeT OLLyLIeHWsl, YTO 33 HUM BEeAEeTCS MOCTOSIHHbIA KOHTPOSb, OAHAKO, poauTenu GyayT no-npexHemy 3HaTb,
Kakue caiiTbl nocewjaeT mMx peGeHok. [leT B JaHHOM Bo3pacTe o6rafaloT CUSbHbIM YyBCTBOM CEMbW, OHU
[0BEpPYMBbLI M He COMHeBaloTcs B asToputeTax. OHU NOGAT urpaTb B CeTeBble WIPbl M NyTellecTBoBaTb MO
NHTepHeTY, UCNONb3ys 3NEKTPOHHYIO MOYTY, 3aX0AWTb Ha CalThl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENSAMM.

CoBeTbl N0 Be3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cCnUCOK AOMalUHUX MpaBWi MocelleHuss VIHTepHeTa npu yyactum fetei u Tpebyiite ero
BbINOMHEHWS.

2. TpebyiTte ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaxXOXAeHUst 3a KOMMNboTepoM. [NokaxuTe
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NOToMy 4TO Bam 31O XoueTcs, a notomy 4To Bbl 6ecnokoutech 0 ero
6e3onacHOCTU 1 BCeraa rotosbl €My MOMOYb.

3. KomnbloTep ¢ noakntoveHnem Kk VIHTepHeTy AOIMKeH HaxogouTbCcsa B oOLLe KOMHaTe Mog MPUCMOTPOM
poauTtenen.

4. Ncnonb3ynte cneumanbHble eTCKME MOMCKOBbLIE MALUUHBI.

5. VlCFIOJ'Ib3yl7ITe cpencrtea 6]'IOKVIDOBaHVI$-| HeXenaTtesibHOro KOHTeHTa KaK AonofiHeHune K CTaHOgapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. BJ'IOKI/IpyI7ITe AocTtyn K catam ¢ 6ecnnaTtHbIMW MOYTOBLIMU SILLMKAMWU C MOMOLLbIO COOTBETCTBYIOLLIETO
nporpaMmmMmHoro obecneyeHus.

8. Mpuyunte geten coseToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo mvHgopmauum cpeacrsamm
3MNEKTPOHHOW MOYTbI, YaTOB, PErMCTPaLMOHHBLIX (hopM 1 Npodunen.

9. Hayuute geTelt He 3arpyxaTtb hannbl, Nnporpammbl UM My3biky 06e3 Ballero cormnacus.
10. He paspeluante getsam Mcnonb3oBath CryXObl MTHOBEHHOrO 06MeHa coobLeHnAMU.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELleHUs, BHOCUTE TONbKO CaWTbl C XOpoLUen
penyTaunen.

12. He 3abbiBaviTe 6ecenoBath ¢ getbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedb Wwna o gpysbsx B
pearibHOWN XU3HMU.

13. He genaiite "taby" 13 BONpPOCOB MOJIOBON WU3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HATKHYTLCS Ha
nopHorpaduio nnm canTsl "ans B3pocnbix”.

14. MNpwnyuute Bawero pebeHka coobiaTe Bam 0 NiobbIX yrpo3ax nnM Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBanTecb CMOKOWHBIMW U HanoMHUTE OeTsM, YTO OHM B 6e30nacHOCTK, ecrnivm caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NOCoBeTyNMTE NOAOWTM eLle pa3 B MOAOOHbIX Cryvasx.

Bo3spacTt geten ot 9 o 12 net

B gaHHOM BO3pacTte LOeTU, KakK npaBuiio, yxXe HachnbllaHbl O TOM, KakKad VIH(bOpMaLI,I/IFI cyulectByeT B
VIHTepHeTe. COBepUJeHHO HOpPpMaJibHO, YTO OHU XOTAT 3TO YyBUAETb, MPOYeCTb, YyCNbIlWaTb. I'IpM 3TOM HYXHO
NMOMHUTb, 4YTO OOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO nerko 3a6J'IOKl/IpOBaTb npun nomowin cpencrte
PoaunTtenbckoro KOHTpONA.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. Cosgante cnuCoK AOMallHMX NpaBun noceweHust WHTepHeT npu ydactum geten mn Tpebynte ero
BbIMOMHEHUS.

www.consultant.ru CrpaHuua 13 u3 15
HageXXHas NpaBoBas noaaepXkKa


https://www.consultant.ru/
https://www.consultant.ru/

<Mucbmo> MuHobpHaykm Poccum ot 14.05.2018 N 08-1184
"O HanpasneHuu nHdopmauum”
(BMecTe ¢ "MeToaNYeCcKMMN peEKOMEHAAUMAMMU O...

[okymeHT npepoctasneH KoHcynbTaHTI0C
[aTta coxpaHeHus: 11.08.2026

2. TpebyiiTe oT Bawero pebeHka cobntofeHnsi HOPM HaXOXOEHUS 32 KOMMbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4yto Bbl Becnokoutech o ero
6e3onacHOCTW 1 BCEraa rotoBbl okasaTb emMy NMOMOLLb.

4. KomnbloTep € nogkntoveHneM B MIHTEpHET JOImKeH HaxoauTbCsl B OOLLEN KOMHaTe nog MpUCMOTPOM
poauTenen.

5. WNcnonb3ynte cpeactsa GrOKMPOBAHUSA HEXeNaTerbHOro KOHTEHTa Kak OOMOfHEeHWE K CTaHOAapTHOMY
PoantensckomMy KOHTPOIHO.

6. He 3abbiBaiiTe NpvHYMaTb HEMOCPEACTBEHHOE yyacTue B Xu3HM pebeHka, GecepgoBath ¢ AeTbMU 006 KX
Apy3bsix B IHTepHeTe.

7. HactanBanTte, 4tobGbl AeTW HUKOrA4A HE cornaluanmch Ha NMMYHbIe BCTpPeYM ¢ Apy3bamu no MHTepHeTy.
8. Mo3BonanTe geTsaM 3axoauTb TONMbKO Ha calTbl N3 "6enoro” cnucka, KOTopbI co3ganTe BMECTE C HAMWN.

9. MpuyunTte geten HUKOrga He BblAaBaTb NNYHYI0 MHAOPMALMIO CpeacTBaMMn SMEKTPOHHON MOYThl, YaToB,
CMCTEM MIHOBEHHOIO 0OMeHa CoobLLEHAMU, PErMCTPaUMOHHbIX POPM, MNYHBIX Npoduner n Npyu perncTpaumum Ha
KOHKypcCbl B IHTepHeTe.

10. Mpuyunte OeTel He 3arpyxaTb Nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
CryyaiHo 3arpy3uTb BUPYChl UMK ApYroe HexxenatenbHoe nporpamMmMmHoe obecneyeHue.

11. Cospawte Bawemy pebeHKy orpaHNMYeHHY0 y4eTHYIO 3anucb Ang paboTbl Ha KoMMbloTepe.

12. Mpuyuute Bawero pebeHka coobatb BaM O MobbIX yrpo3ax U TpeBorax, cBs3aHHbIX ¢ VIHTepHeTOM.
HanomHuTe getam, 4To oHM B 6€30NacHOCTU, eClv caMu pacckasasnv Bam O CBOMX TPeBorax 1 onaceHusix.

13. PacckaxunTe getam o nopHorpadum B VIHTepHeTe.

14. HacTtamBawite Ha ToM, YTOObI 4T NPELOCTABMANM BaM OCTYN K CBOEW 3MEKTPOHHON MoYTe, YTOObI Bbl
y6eamnumcb, 4To OHKU He 0bLLaTCHA C HE3HaKoMLaMW.

15. OBbsACHUTE OEeTAM, YTO HEenb3s MCNOoMb30oBaTb CETb AN XYNUraHcTBa, PacnpoCTPaHeHWsl CneTeH unu
yrpos.

BospacT geten ot 13 go 17 netr

B atom BO3pacTe NoApOCTKM aKTUBHO MCMNOJIb3YHOT MOUCKOBbIE MalUWHbI, NOJIb3YHOTCA 3]'IeKTpOHHOl7I noyTomn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLEeHUsMKN, cKkavymBatoT MY3bIKY U (bVIJ'IbeI. Manb4nkam B 3TOM Bo3pacTte
bonblie no HpaBy CMeTaTb BCe€ OrpaHuyvYeHud, OHU XaxayTt FPY6OFO tOMOpa, a3apTHbIX WUrp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTaroT obwaTbca B vaTax, npn 3TOM OHWU Tropasgo bonee YyBCTBUTEJIbHbI K
CeKkcCyalibHbIM gOoMOraTesnibCcTsam B MHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poauTENsAM YKe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETen, Tak Kak 06
VIHTepHETE OHM YKe 3HAKT 3HaAYMTENbHO Gonblue CBOMX poauTenen. TeM He MeHee, He OThycKkawWTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBOBaTh B 06LWeHn pebeHka B VIHTepHeTe.

BaxHo no-npexHeMy cTporo cobniogatb npasuna WHTepHeT-6€30MacHOCTM - COrnalleHne Mexay
poauTenamn n getbMu. Kpome Toro, Heob6XoOuMO Kak MOXHO 4alle NpocMaTpuBaTb OTYETbI O OEATESNbHOCTU
neten B VHTepHeTe. CrnegyeT obOpaTuTb BHUMaHME Ha HEOOXOAMMOCTb COAEPXKaHWs POAUTENbCKMX Naporen
(naponer agMMHUCTPaTOPOB) B CTPOIOM CeKpeTe 1 00paTUTb BHUMaHNE Ha CTPOroCTb 3TUX Naporen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMalUHWMX MpaBuil MocelleHuss VIHTepHeTa npu ydYacTum MogpoCTKOB U TpebyinTe
6e3ycnoBHOro ero BoinonHeHunsi. ObroBopuTe ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX canToB ("4epHbl CNNCOK"), Yackl
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paboTbl B IHTepHeTe, pyKoBOACTBO MO 06LLEeHMI0 B VIHTepHeTe (B TOM 4uchne B YaTax).
2. KomnbtoTep ¢ NoAKntoYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KOMHaTe.

3. He 3abbiBaiite GecenoBatb ¢ geTbMu 06 WX Apy3bsix B WHTepHeTe, O TOM, YeM OHM 3aHATbI TaKUM
obpasom, 6yaTo peyb MOET O ApY3bsiX B pearbHOi XMU3HW. CnpalunBaiTe o NIOAsX, C KOTOPbIMU AeTh obLalTcs
nocpeAcTBOM CIyG MFHOBEHHOrO 0GMeHa COOBLLEHMSIMM, YTODObI Y6eanTbCsl, YTO 3TV NIOAN UM 3HAKOMBbI.

4. Ncnonb3ynte cpenctsa GNOKMPOBAHWUS HEXEnaTernbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
PoantensckomMy KOHTPOIHO.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3yotcsa Bawwm getn. Tlloowpsnte umcnonb3oBaHue
MOLEPUPYEMLIX YATOB M HacTauBawnTe, YTOObl eTu He obLLanMch B NPUBAaTHOM pexume.

6. HactanBante Ha TOM, 4TObObI A€TK HMKOrAA HEe BCTpeYannchb NMMYHO C ApY3baMU U3 ceTn VIHTepHeT.

7. Mpuyunte OeTeit He BblgaBaTb CBOK NIMYHYK MHOPMaUMIO CpeacTBamy 3MEKTPOHHONW MOYThbl, 4aToB,
CUCTEM MIHOBEHHOTO 0OMeHa COOBLLEHUSIMU, PEFUCTPALIMOHHBIX (DOPM, NIUYHBIX Npodunen u Npu perucTpaumnn Ha
KOHKYpCbl B MIHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. O6bACHATE UM, YTO OHU MOTYT
Cny4ariHO 3arpy3uTb BUPYCbl UMW OpYroe HexenatensHoe NporpaMMHoe obecneyeHue.

9. MpuyunTte Bawero peGeHka coobllaTe Bam O MoGbIX yrpo3ax UMM TpeBorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHute petaM, 4To OHM B Ge30macHOCTW, €Cniu camy pacckasanu Bam, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe Nx U NOCOBETYINTE NOOOWTM eLle pas B NOAOGHbIX Criydasix.

10. Pacckaxute getam O nopHorpadum B WHTepHeTe. [lomormte vm 3awmtuTbCs OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B VIHTepHeTe CBOero peanbHOro OnekTPOHHOro agpeca, He oTBevaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CrneunanbHble MOYToBble (PUNbTPbI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C canTaMmu, KOTOpbIE NoceLatT NOgPOCTKU.

12. Hayuute pgeten yBaxaTb APYrUX B UHTEpPHeTE. Y6eamTech, YTO OHM 3HAIOT O TOM, YTO NpaBwura XopoLUero
noBeAeHWs OeNCTBYIOT Be3ae - AaXe B BUPTYanbHOM MUpe.

13. OObsAcHUTE [OeTaM, 4YTO HU B KOEM Cclniydae Helnb3da WUCnosib3oBaTb Cetb Aand XynuraHcTBea,
pacnpocTpaHeHua cnneTteH unn yrpo3 gpyrum nogqam.

14. Obcyaute ¢ nogpocTkamm npobrnembl CEeTEBbIX a3apTHbIX UMP U UX BO3MOXHBIN puck. HanomHute, uTo
OeTn He MOryT urpaTb B 3TV UIPbl COTNAcHO 3aKOHY.

MocTosHHO KOHTpoNupyinTe ucnone3oBaHne VHTepHeTa Bawum pebeHkom! OT0 He HapyLleHWe ero JIM4YHOro
NPOCTPaHCTBa, a Mepa NpeJoCTOPOXHOCTU U NposiBrieHne Balwen poanTenbCckon 0TBETCTBEHHOCTU 1 3a00ThbI.
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